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One could argue that creating an audit program is a lot like designing the floor plan for a new dorm on 
campus or a new top-of-the-line research facility. Stay with me here! Architects for a new construction project 
probably would first  look at floor plans of existing dorms or campus research facilities. Then the architect 
would look to other institutions with fantastic dorms or modern research facilities for ideas and inspiration. 
Who knows? Perhaps architects have a massive database of successful floor plans managed by leaders in their 
industry that they can turn to for inspiration and motivation.  
 
The massive database of successful floor plans for architects is synonymous with the ACUA Risk Dictionary. 
 
The ACUA Risk Dictionary is a database of over 900 risks and 2100 associated controls which apply to higher 
education institutions .  It was created with input from 12 ACUA member institutions and is divided into 15 
Risk Areas including Plant Operations and Maintenance and others such as Information Technology and 
Schools of Medicine.  Each Risk Area is divided into Area Names such as Building Maintenance and Custodial 
Services that list specific risks. As we will explain, this massive database is searchable and filterable so that a 
user can address specific project areas. 
 
The University of Texas (UT) System includes nine academic and six health institutions. One of the many 
benefits of being a part of the largest system in the State of Texas is oversight and guidance of common 
practices across the institutions. One such example is the UT System Office of Facilities Planning and 
Construction (OFPC). OFPC is responsible for managing or providing oversight for all major capital projects 
for the 15 component institutions. Major capital projects in the UT System are those costing in excess of $4 
million for both new construction and renovation projects. Construction projects under this threshold are 
managed by ÅÁÃÈ ÉÎÓÔÉÔÕÔÉÏÎ ɉȰÉÎÓÔÉÔÕÔÉÏÎÁÌÌÙ ÍÁÎÁÇÅÄȱɊȢ   
 
The University of Texas at San Antonio experienced significant growth in enrollment and research over the 
last 10 years resulting in significant construction activity. Consequently, during our annual risk assessment 
and audit planning process, the risk associated with construction projects ranked high and was included in 
our audit plan. Since OFPC manages larger construction projects, our focus as institutional internal auditors is 
on institutional ly managed construction projects.   
 
Now faced with auditing an area without in-depth experience on the topic, we turned to the ACUA Risk 
Dictionary. We found it to be an excellent way to start learning about risks and controls in construction 
auditing. The first tÈÉÎÇ ×Å ÄÉÄ ×ÁÓ ÔÏ ÌÏÇ ÏÎ ÔÏ !#5!ȭÓ 2ÉÓË $ÉÃÔÉÏÎÁÒÙ, which is free to all members. The 
ACUA 2ÉÓË $ÉÃÔÉÏÎÁÒÙ ÉÓ ÂÅÈÉÎÄ ÔÈÅ !#5! ×ÅÂÓÉÔÅȭÓ ÍÅÍÂÅÒÓ-only section, so we used our ÉÎÓÔÉÔÕÔÉÏÎȭÓ login 
and password information to get to the ACUA Risk Dictionary section (see Exhibit 1), and then the standard 
shared logon for the ACUA Risk Dictionary itself as shared on that page. We also made use of the animated 
tutorials available on the same page as the ACUA Risk Dictionary. 
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Exhibit 1 ï ACUA Risk Dictionary Logon Screen 
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Once inside the software, we reviewed the risk areas and decided to restrict our search to Plant Operations 
ÁÎÄ -ÁÉÎÔÅÎÁÎÃÅȢ 4Ï ÄÏ ÓÏȟ ×Å ÓÅÌÅÃÔÅÄ ÔÈÅ ȰÌÏÁÄ ÓÔÏÒÅÄ ÆÉÌÔÅÒȱ ÂÕÔÔÏÎ at the top and highlighted Plant 
Operations and Maintenance (see Exhibit 2).  Highlighting Plant Operations and Maintenance under the list at 
the left wil l bring you to the same screen. 
 

 
 
 
 
 
This filter allowed us to see that there were seven risk areas within the major risk category Ȱ0ÌÁÎÔ /ÐÅÒÁÔÉÏÎÓ 
and Maintenance:ȱ 

1. Building Maintenance 
2. Custodial Services 
3. Landscape and Grounds 
4. Major Repairs and Maintenance 
5. Motor Pool 
6. Physical Plant Administration 
7. Utilities  

 
The software provides the option of viewing the risk areas (such as Major Repairs and Maintenance) within a 
major risk category (such as Plant Operations and Maintenance) on the left side of the screen and the ability 
to drill down to see specific controls for that area. This is a good option to quickly see the risks and related 
controls and to focus on most relevant risks for your audit. The software allows you to run reports on specific 
areas such as Major Repairs and Maintenance. However, I chose to run a report and export all the risks and 
controls ÕÎÄÅÒ ÔÈÅ ÒÉÓË ÁÒÅÁ Ȱ0ÌÁÎÔ /ÐÅÒÁÔÉÏÎÓ ÁÎÄ -ÁÉÎÔÅÎÁÎÃÅȱ ÉÎÔÏ -ÉÃÒÏÓÏÆÔ %ØÃÅÌ and then run filters on 
my computer. The ability to further filter within the ACUA Risk Dictionary also exists.    
 

Exhibit 2 ï ACUA Risk Dictionary Risk Area Filter 
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)Î ÏÒÄÅÒ ÔÏ ÅØÐÏÒÔ ÔÈÅ ÉÎÆÏÒÍÁÔÉÏÎ ÉÎÔÏ -ÉÃÒÏÓÏÆÔ %ØÃÅÌȟ ×Å ÓÅÌÅÃÔÅÄ ÔÈÅ Ȱ2ÅÐÏÒÔ 3ÅÌÅÃÔÉÏÎȱ ÂÕÔÔÏÎ ÁÎÄ ×ÅÒÅ 

ÁÂÌÅ ÔÏ ÓÅÌÅÃÔ ÆÒÏÍ Á ÌÉÓÔ ÏÆ ÃÁÎÎÅÄ ÒÅÐÏÒÔÓȢ  7Å ÓÅÌÅÃÔÅÄ ÔÈÅ Ȱ!ÒÅÁÓ 2ÉÓË ÁÎÄ #ÏÎÔÒÏÌÓȱ report with no 

reference numbers, and changed the output type to CSV; choosing RTF produces the report in Word (see 

Exhibit 3).      

 

 
 
 
 
 
After the report was exported into Microsoft Excel, we evaluated all the risks and controls under the risk 
ÃÁÔÅÇÏÒÙ Ȱ0ÌÁÎÔ /ÐÅÒÁÔÉÏÎÓ ÁÎÄ -ÁÉÎÔÅÎÁÎÃÅȱ ÁÎÄ ÄÅÔÅÒÍÉÎÅÄ ÔÈÅ ÒÉÓË ÁÒÅÁ Ȱ-ÁÊÏÒ 2ÅÐÁÉÒÓ ÁÎÄ 2ÅÎÏÖÁÔÉÏÎÓȱ 
contained risks most relevant to our audit project (see Exhibit 4).  Those risks were: 

1. Substantial heating or cooling loss due to infrastructure failure 
2. Failure to provide services at a competitive cost 
3. Failure to perform scheduled maintenance 
4. Failure to perform deferred maintenance on facilities 
5. Failure to oversee in-house construction projects 
6. Failure of structural integrity of buildings 
7. Construction accidents 

Exhibit 3 ï ACUA Risk Dictionary Report Selection 
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Now that the seven risks and their related controls from the ACUA Risk Dictionary had been identified, the  
ÎÅØÔ ÓÔÅÐ ×ÁÓ ÔÏ  ÉÎÔÅÒÖÉÅ× ÔÈÅ 543!ȭÓ /ÆÆÉÃÅ ÏÆ %ÎÇÉÎÅÅÒÉÎÇ ÁÎÄ 0ÒÏÊÅÃÔ -ÁÎÁÇÅÍÅÎÔ. This UTSA office 
handles institutionally managed construction projects. We reviewed their website and applicable University 
and System policies and procedures.  Our project team then met and discussed the risks and controls from the 
ACUA Risk Dictionary and the other information gathered during planning. We formulated a list of topics to 
discuss with Engineering and Project Management.   
 
At the beginning of that interview, we informed management that the purpose of the interview was to learn 
about their processes and discuss what they believe are their key risks. It was important to set the stage in 
this manner in order to ease any fears they may have had from past experiences with external audits by 
informing them we did not have a set agenda at this stage of the audit. Each interview lasted from two to four  
hours  which resulted in an open discussion and information sharing. As the interviews progressed, the  list of 
risk areas was expanded from the original seven from the ACUA Risk Dictionary to the following 15 risk areas. 
Some ACUA Risk Dictionary risks were combined or reworded to fit our institution. The selected 15 risk areas 
are listed below:  

1. General Responsibilities 
2. Project Management/Workload 
3. Involvement with UT System Capital Projects 
4. Deferred Maintenance 
5. Bidding 
6. Conflicts of Interest 
7. Insurance and Bonding 

Exhibit 4 ï Major Repair & Maintenance Risks & Controls 
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8. Project Coordinator skill sets 
9. Workplace Safety 
10. Project Completion 
11. Non-performing suppliers and vendors 
12. Total project cost reconciliations 
13. Change Orders 
14. Job Order Contractor 
15. Code/TCEQ Compliance 

 
Because of the ACUA Risk Dictionary strength, we felt it was important to document for our workpapers that 
we addressed each Risk Area (see Exhibit 5): 
 
 

 
 
 
 
 
At this point, it was time to document the controls identified  through the interviews. We reworded or 
ÒÅÐÌÁÃÅÄ ÔÈÅ ÃÏÎÔÒÏÌÓ ÆÒÏÍ !#5!ȭÓ 2ÉÓË $ÉÃÔÉÏÎÁÒÙ ×ÉÔÈ 543! ÓÐÅÃÉÆÉÃ ÃÏÎÔÒÏÌÓȢ 4ÈÅ ÒÅÓÕÌÔ ×ÁÓ Á ÃÏÍÐÌÅÔÅ ÌÉÓÔ 
of risk areas and their specific controls (see Exhibit 6).   From this information, we felt we were close to 
knowing where we should spend our audit time, but we wanted more buy-in and feedback from Engineering 
and  Project Management staff. 
 

Exhibit 5 ï Analysis of ACUA Risk Areas 
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We asked management if they would be willing to allow us to facilitate a risk and control self-assessment with 

their team ÍÅÍÂÅÒÓȢ 4ÈÅÙ ×ÅÒÅ ×ÉÌÌÉÎÇȟ ÂÕÔ ÁÓËÅÄ ÕÓ ÔÏ ÒÅÆÅÒ ÔÏ ÒÉÓËÓ ÁÓ ȰÖÕÌÎÅÒÁÂÉÌÉÔÉÅÓȢȱ  There was a feeling 

that  the word risk might have a negative connotation and not provide the hoped-for results. This  was an 

interesting comment that we as auditors do not hear every day and one that we were willing to 

accommodate.  

The risk assessment was sent in a Microsoft Excel file via email to Engineering and Project Management staff 

(see Exhibit 7).    Since we had only met with management to this point, we carefully crafted the instructions 

with as ÌÉÔÔÌÅ ȰÁÕÄÉÔ-ÅÓÅȱ ÁÓ ÐÏÓÓÉÂÌÅ ÉÎ ÁÎ ÅÆÆÏÒÔ ÔÏ ÍÁËÅ ÏÂÔÁÉÎÉÎÇ ÒÅÓÕÌÔÓ as easy as possible for the 

respondent. Management and staff  were asked to rank the vulnerabilities based on the current procedures in 

place on a scale of 1-5 with 5 being the highest risk.  

 

Exhibit 6 ï UTSAôs Risks and Controls 
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Exhibit 7 ï Vulnerabilities Sent to Client 
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Some of the staff members responses ranked all risks/vulnerabilities  ÁÓ Á Ȱρ.ȱ 4ÈÉÓ ×ÁÓ somewhat expected 
since many people will shy away from a high ranking for fear that it may appear that they are not doing their 
job properly .   

The response rate was 100%, which was very positive, and the results, taken as a whole, were very 
enlightening. We further analyzed the results by creating weighted averages for the different staff levels (e.g., 
project coordinators only, upper management only, combined all, etc.) in order to better understand their 
risks (see Exhibit 8).   
 

 
 
 
 
 
After analyzing the results, we presented the results to management for review and discussion prior to 
beginning our audit. We also combined some similar risks, resulting in our list of 15 becoming 12. Agreement 
from management was key because we were asking that management create action plans for the 
ÒÉÓËÓȾÖÕÌÎÅÒÁÂÉÌÉÔÉÅÓ ÄÅÅÍÅÄ ȰÒÅÄȢȱ I will have to say that this approach has not always been successful in the 
past. In prior audits, client management has not always been supportive of the idea of preparing action plans 
to address their red risks while our audit time is spent on those risks deemed yellow or green. Their 
arguments center on the idea that the audit is not focusing on the most important risks. Of course, our reply is 
ȰÉÆ ÙÏÕ ËÎÏ× ÉÔ ÉÓ Á ÒÅÄ ÒÉÓËȟ ×ÈÙ ÄÏ ÙÏÕ ÎÅÅÄ an audit to validate what you already knowȢȱ )Î our opinion, 
management should mitigate the risk to an acceptable level, then an audit can validate that the controls are 
working as expected. 
 
However, in this particular audit, we were able to successfully make the argument to management and 
proceeded to prepare an audit program based upon yellow and green coded risks where controls were stated 
to be in place and working as intended (see Exhibit 9).   
 
VULNERABILITY AUDIT OBJECTIVE   

Exhibit 8 ï Risk Assessment Analysis 


