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One could argue that creating an audit program is a lot like designing the floor plan for a new dorm on
campusor a new top-of-the-line research facility. Stay with me herkArchitects for a new construction project
probably would first look at floor plans of existing dorms orcampusresearch facilities. Then the architect
would look to other institutions with fantastic dorms or modern research facilities for ideas and inspiration.
Who knows? Perhaps architects hava massive database of successful floor plans managed by leaders in their
industry that they can turn to for inspiration and motivation.

The massive database of success floor plans for architects is synonymous with the ACUA Risk Dictionary.

The ACUARIsk Dictionary is a database of ove®00 risks and 2100 associated controls which apply to higher
education institutions . It was created with input from 12 ACUA member institutions and is divided intol5
Risk Areas including Plant Operations and Maintenane and others such adnformation Technology and
Schools of Medicine Each Risk Areais divided into Area Namessuch asBuilding Maintenance and Custodial
Services thatlist specific risks. As we will explain, this massive database is searchable and filterable so that a
user canaddressspecific projectareas.

The University of Texas(UT) System includes nineacademicand six health institutions. One of the many
benefits of being a part of e largestsystem in the Sate of Texas is oversight and guidance of common
practices across the institutions. One such example is the UT System Office of Facilities Planning and
Construction (OFPC)OFPC is responsible for managing or providing oversigtior all major capital projects

for the 15 component institutions. Major capital projects in the UT System are those costing in excess of $4
million for both new construction and renovation projects. Construction projects under thighreshold are
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The University of Texas at San Antonio experienced significant growth in enroliment and research over the
last 10 years resulting in significant construction activity. Consequently, during our annual risassessment
and audit planning processthe risk associated with construction projects ranked high andwas included in
our audit plan. Snce OFPC manages largeonstruction projects, our focusas institutional internal auditors is

on institutional ly managed construction projects.

Now faced with auditing an area without irdepth experience on the topic, we turned to the ACUA Risk

Dictionary. We found it to be an excellent way to start learning about risks and controls in construction

auditing. The firsttE ET ¢ xA AEA xAO O1 11 C ,ivbich i©free to#lbnemii2rsPhe OE $ E A C
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and password information to get to theACUARIsk Dictionary section (see Exhibit 1), and then the standard

shared logon for theACUARIsk Dictionary itself as shared on that page. We also made use of the animated

tutorials available on the same page as theCUARIsk Dictionary.
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N/ ACUA - Windows Internet Explorer !EI

1 c /S ERA Java Login - Windows Internet Explorer S ol x|
= % ~ ] hetpiies. 178,255, 1 24fachiserlogon bt | [Live search 2l |
'E File Edit View Favorites Tools  Help EConvert - [ Select i
!_ w (@ ERA Java Login | | - - ) v rPage v (Cf Taols v i

|

ERA Jawa Login
http /65,176,255, 1 24/ advisarlogon. html

j acua|
! risk | dictionary

Please enter the username acua and password acuarisk then click on the Logon button to start.

User Namelacua

Password |’********

Logon Cancel Update User Access

I R T S |
Exhibit 17 ACUA Risk DictionaryLogon Screen
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Once inside the software, we reviewed the risk areas and decidléo restrict our search to Plant Operations
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Operations and Maintenancésee Exhibit 2). Highlighting Plant Operations and Maintenance under thist at
the left will bring you to the same screen.

bl = ERA Home - Java Client
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Auglary and Service Departments POM-B059 201 Repair & Renavation

[+ Financial Managemert POM-B06S otar Pool

[ Gaverance and Leadership POM-A0ET Physical Plant Administration

Hospitals and Patiert Care Pom-A0SE ities

[+ Information Technology

Instruction and Academic Support

v Fr Load stored filter x|
[+ Medical Center

[+ Plant Operations and Maintenance

[ Purchasing and YWarehousing

[+ Research

Research and Development

[+ School of Medicine

[+ Student Services

[ University Relstions and Alumni Affairs
[+ Risk
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Exhibit 27 ACUA Risk Dictionary Risk Area Filter

This filter allowed us to see that there were seven risk areas within thmajor risk categoryO0 1 AT O

and Maintenanced
Building Maintenance
Custodial Services

Motor Pool

NookrwhNpE

Utilities

Landscape and Grounds
Major Repairs and Maintenance

Physical Plant Administation

~

The software provides the option of viewing the risk areas (such as Major Repairs and Maintenance) within a
major risk category (such as Plant Operations and Maintenance) on the left side of the screen and the ability
to drill down to seespecific controls for that area. This is a good option to quickly see the risks and related
controls andto focus on most relevantisks for your audit. The software allows you to run reports on specific
areas such as Major Repairs and Maintenandgéowever, | chose to run a report and exporall the risks and

controlsOT AAO OEA OEOE AOAA 001 AT O

my computer. The ability to further filter within the ACUA Risk Dictionaryalso exists.
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reference numbers and changed the otput type to CSV; choosing RTF produces the report in Wo(dee
Exhibit 3).
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After the report was exported into Microsoft Excel, we evaluated all the risks and controls under the risk

E¥ Report Selection

5 Reports | s Histuryl

List of Reparts

Report: Mame

Area, Risk, Control Report WO Refs - TS
Wrea, Risk, Control Repart W Refs - CSY

Risk Area

Risk Area with Risk

Risk Reqgister by Risk Area

Risk Area with Risk and Contral

Tab | Column | Diescription |

Risk Areas | Reference # rpom' |

Title: |Areas Risks & Controls Report (ho Referenced)
Sub title: |

Print range: IFiItered hd
utput Type: [ ~
Sork: |Defau\t (Report Specifi.,, =

Mo reports running,  Create Close |

— 1
|(E|D|I||!I‘ %Iﬁlﬁ A |E“@I Filtered: 7 of 94 rows
Reference # Area Mame
FOM-A015 Euilding Maintenance
POM-A025 (Custodial Services
FOM-A0ST Landscape & Grounds
POM-A059 ajor Repair & Renovation
POM-A0E3 okor Pool
POM-ADET Phrysical Plant Adminiskration
POM-A0SE Ditilties

Exhibit 31 ACUA Risk Dictionary Report Selection

%DAA]
OAl A,

AAOACT OU 001 AT-ABTBOMIAMAOEA AoO AMITA AAOAOI ET AA OEA OEOE AOAA
contained risks most relevant to our audit poject (see Exhibit 4). Those risks were:
Substantial heating or cooling loss due to infrastructure failure

Failure to provide services at a competitive cost

Failure to perform scheduled maintenance

Failure to perform deferred maintenance on facilities

Failure to oversee in-house construction projects

Failure of structural integrity of buildings

NoookwbpE

Construction accidents

4 | Page



1 Major Category
103|Plant Operations and Maintenance
104|Plant Operations and Maintenance

105|Plant Operations and Maintenance
106|Plant Operations and Maintenance
107 Plant Operations and Maintenance
108|Plant Operations and Maintenance

109/ Plant Operations and Maintenance
110|Plant Operations and Maintenance
111 Plant Operations and Maintenance
112|Plant Operations and Maintenance
113 Plant Operations and Maintenance
114|Plant Operations and Maintenance

115 Plant Operations and Maintenance
116 Plant Operations and Maintenance

117|Plant Operations and Maintenance

118 Plant Operations and Maintenance

113|Plant Operations and Maintenance
120|Plant Operations and Maintenance
121|Plant Operations and Maintenance
122 Plant Operations and Maintenance
123|Plant Operations and Maintenance
124|Plant Operations and Maintenance
125|Plant Operations and Maintenance
126|Plant Operations and Maintenance
127 Plant Operations and Maintenance
128/ Plant Operations and Maintenance
123|Plant Operations and Maintenance

Ann

~ | Area

Major Repair & Renovation
Major Repair & Renovation

IMajor Repair & Renaovation
Major Repair & Renovation
Major Repair & Renaovation
Major Repair & Renovation

IMajor Repair & Renaovation
Major Repair & Renovation
Major Repair & Renaovation
Major Repair & Renovation
Major Repair & Renovation
IMajor Repair & Renaovation

Major Repair & Renovation
Major Repair & Renovation

Major Repair & Renovation

Major Repair & Renovation

Major Repair & Renovation
Major Repair & Renaovation
Major Repair & Renovation
Major Repair & Renovation
IMajor Repair & Renaovation
Major Repair & Renovation
Major Repair & Renaovation
Major Repair & Renovation
Major Repair & Renovation
IMajor Repair & Renaovation
Major Repair & Renovation

C

<7 Risk

Substantial heating or cooling loss due to
infrastructure failure

Substantial heating or cooling loss due to
infrastructure failure

Substantial heating or cooling loss due to
infrastructure failure

Failure to provide services at a competitive cost
Failure to provide services at a competitive cost
Failure to provide services at a competitive cost

Failure to provide services at a competitive cost
Failure to provide services at a competitive cost
Failure to provide services at a competitive cost
Failure to provide services at a competitive cost
Failure to perform scheduled maintenance
Failure to perform scheduled maintenance
Failure to perform deferred maintenance on
facilities

Failure to perform deferred maintenance on
facilities

Failure to perform deferred maintenance on
facilities

Failure to oversee in-house construction projects

Failure to oversee in-house construction projects
Failure to oversee in-house construction projects
Failure to oversee in-house construction projects
Failure of structural integrity of buildings

Failure of structural integrity of buildings
Construction accidents

Construction accidents

Construction accidents

Construction accidents

Construction accidents

Construction accidents

= | Control hd
Adeguate budgeting of renovations
Periodic assessment of renavations

Inspections

Adeguate internal cost records
Market surveys

Cost analysis

Appropriate cost accounting and control
processes. (standard costs)
Evaluating cost contrals

Market analysis

Evaluate bidding and receive quotes
Evaluation of assignments

Resource analysis

Regularinspections
Maintenance program

Documented policies & procedures
Provide proper education and training
for all employees involved in the
purchasing process.

Incarporate user feedback and user
approval

schedule oversight

Accurate project accounting

Building inspections

Architectural review and inspections
Certifications if applicable and training
Protective gear

Insurance

Signage

Supervision

Training and Awareness Program

Exhibit 47 Major Repair & Maintenance Risks & Control

Now that the seven risks and their related controls from the ACUA Rigkictionary had been identified, the
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handles institutionally managed construction projects. Weeviewed their website and applicable University
and Systempolicies and procedures.Our project teamthen met and discussed the risks and controls from the
ACUA Risk Dictionary and the other information gathered during planningNVeformulated a list of topics to

discuss with Engineering and Project Management.

At the beginning of that interview, we informed management that the purpose of the interview was to learn
about their processes and discuss what they believe are their key risks. It was important to set the stage in
this manner in order to ease any fears they may have had from gtaexperiences with external audits by
informing them we did not have a set agenda at this stage of the audit. Each interview lasted from two to four
hours which resulted in an open dicussion andinformation sharing. As the interviews progressed, thdist of
risk areas was expanded from the aginal seven from the ACUA Risk Dictionary to the following 15 risk areas.
Some ACUA Risk Dictionarsisks were combined or reworded to fit our insttution. The selected 15 risk areas

are listed below:

Bidding
Conficts of Interest

NouokwbpE

General Reponsibilities
Project Management/Workload
Involvement with UT System Capital Projects
Deferred Maintenance

Insurance and Bonding
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8. Project Coordinator skill sets

9. Workplace Safety

10. Project Completion

11. Non-performing suppliers andvendors
12. Total project cost reconciliations

13. Change Orders

14. Job Order Contractor

15. Code/TCEQ Compliance

Because of the ACUA Risk Dictionasgrength, we felt it was important to document for our workpapers that
we addressed each Risk Are@ee Exhibit 5)

I} Risks and Controls - Interviews and ACUA - Microsoft Bxcel
A B C
Rationale for including or excluding in
1 ACUA Risk Area: Major Repairs and Renovation Facilities Staff Risk Assessment
Included in "Non-performing suppliers and vendors™ and in
2 | 1|Substantial heating or cooling loss due to infrastructure failure  |""Non compliance with code” risks
3 | 2|Failure to provide services at a competitive cost Included in "Bidding of projects not occurring” risk
Included indirectly since institutionally managed projects
4 | 3|Failure to perform scheduled maintenance includes scheduled maintenance.
Included indirectly since institutionally managed projects
5 | 4|Failure to perform deferred maintenance on facilities includes scheduled maintenance.
Excluded from a specific risk but this is the overall theme of this
6 | 5|Failure to oversee in-house construction projects audit
Included in "Non-performing suppliers and vendors™ and in
7 | 6|Failure of structural integrity of buildings ""Non compliance with code” risks
8 | 7|Construction accidents Included in "Work site if not safe” risk
3]

Exhibit 57 Analysis of ACUA Risk Areas

At this point, it was time to document the controldgdentified through the interviews. We reworded or

OADlI AAAA OEA AiT1 00110 A&OIT '#5180 2EOE $EAOQOEITAOU
of risk areas and their specific controlgsee Exhibit 6). From this information, we felt we were close to

knowing where we should spend our audit time, but we wanted more buin and feedback fromEngineering

and Project Managemenstaff.
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Risk

Control 1

Control 2

Control 3

Bidding of projects not cccurring

Established parameters regulate when
bidding must occur

Committee of 3-4 members select
centractors for each project

Approval by AVP-Facilities required if
bidding does not occur for projects costs
over established amount

(]

Change crders not managed

Change orders are treated as a contract -
all levels of authority are completed

Tracked internally in a Microseft Access
Database

All change orders must be supported in
writing with the reason the change order is
necessary

o

Conflicts of interest of UTSA facilities staff
not managed

Project coordinators sign non-disclosure
statements for each project

Annually all UTSA staff must sign COl
forms as part of the annual Compliance
Acknowledgements

VP-Business Affairs requested facilities
upper management complete the
Financial Disclosure & Conflict of Interest

=

Conflicts of interest of contractors (job
order. general. and subs) not managed

Contractors must sign Conflict of Interest
(CQl) forms

Annually all UTSA staff must sign COl
forms as part of the annual Compliance
Acknowledgements

o

Insurance inadeguate or expires

Umbrella Insurance Policy with Alpha

Bond and Insurance section included in
Procurement Checklist for every contract
signed

Bond and Insurance section included in
Procurement Checklist for every change
order signed

@

Bonding inadequate or expires

Umbrella Bond Palicy with Alpha

Bond and Insurance section included in
Procurement Checklist for every contract
signed

Bond and Insurance section included in
Procurement Checklist for every change
order signed

~

Workload of Project Coordinators is not
manageable

Assistant Director positions created

Cost estimator position being considered

oo

Inaccurate project estimates due to no
Professional Cost Estimators on staff

Current staff have years of experience on
project cost estimations

Staff utilize Means Cost Estimating Book
as a resource

[la]

Skill set of project coordinators is not
adequate for job requirements

Facilities staff and Health and Safety staff
have professional licensees

Project coordinators attending specialized
training classes and conferences

Architects or Engineers are hired as
necessary

Work site is not safe

For capital projects, the contractor is
required to have a training session with
anyone entering the building (employees
of 1) Contractor. 2) System Facilities. and
3 UTSA)Y

Experience. cerifications. and safety
training of project coordinators

Signage

Projects are not completed according to
schedule

Requests to move up the completion date
are carefully thought out and considered

Tasks on alternative paths are completed
if tasks on the critical path are on hold

MNon-performing suppliers and vendors

UTSA project coordinators and OFPC staff
are on site every day evaluating the daily
processes

Inspections occur throughout construction

Texas Commission on Environmental
Quality {TCEQ) viclations

Assistant Director is knowledgeable of
requirements

TCEQ inspections

MNon compliance with code

Facilities staff and Health and Safety staff
have professional licensees

Project coordinators attending specialized
training classes and conferences

Architects or Engineers are hired as
necessary

Total project cost are not reconciled

CPA on staff performs annual
reconciliations of all projects

Reconciliation of total project costs occurs

at project close out

Exhibit6i UT SAO s
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We asked management if theyould be willing to allow us to facilitate a risk and control seHassessment with
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that the word risk might have a negative connotatiomnd not provide thehoped-for results. This was an
interesting comment that we as auditors daot hear everyday and one that we were willing to
accommodate.

The risk assessment was sent in a Microsoft Excel file via email to Engineering and Project Mpmaent staff
(see Exhibit 7). Sincewe had only met with management tahis point, we carefully aafted the instructions

withasi EOOI AOBAAOABO DI OOEATI A EI
respondent. Management andtaff were asked to rank the vulnerabilities based on the current procedures in

place on a scale of-6 with 5 being the highest risk.

Al

As/EaBjapOssilddior theA E A 1
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x| 200921 Construction Wulnerabilities [Compatibility Mode] - Microsoft Excel

1
2
3
4
5
6
7

10
11
12
13
14
15
16
17
13
19
20
21

22

2%

A

B

Vulnerabilities of Construction Management

Vulnerabilitiy = 5 if high considering current procedures in place
Wulnerabilitiy = 3 if medium considering current procedures in place
Vulnerabilitiy = 1 if low considering current procedures in place

Vulnerability

Ranking

Competitive bidding of projects not occurring when required

Change orders not managed

Conflicts of interest of UTSA Facilities staff not managed

Conflicts of interest of contractors {job order, general, and subs) not managed

Insurance inadequate or expires

Bonding inadequate or expires

Workload of Project Coordinators is not manageable

Inaccurate project estimates due to no Professional Cost Estimators on staff

Skill set of project coordinatars is not adequate for job requirements

10

Work site is not safe

11

Projects are not completed according to schedule

12

MNon-performing suppliers and vendors

13

TCEQ violations

14

Non compliance with various building codes

—
n

Tatal Project Costis not reconciled at completion of project

Exhibit 77 Vulnerabilities Sent to Client
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Some of the staff members responsesanked all risks/vulnerabilies A O A & p EsOmewlfai@xpected
since many people will shy away from a high ranking for fear that may appear thatthey are not doing their
job properly.

The response rate was 100%which was very positive and the results, taken as a wholeyere very
enlightening. Wefurther analyzed the results by creatingweighted averages for the differentstaff levels(eg.,
project coordinators only, upper management only, combined all, etgin order to better understand their
risks (see Exhibit 8).

Exhibit 81 Risk Assessment Analysis

After analyzing the results, we presented the results to management foeview and discussionprior to
beginning our audit. We also combinedomesimilar risks, resulting in our list of 15 becomingl12. Agreement
from management was key because we were asking that management create action plans for the
OEOEOT OOI1 1T AOA A BildEIChEVA © sak thak thidabpraadh Aas not always been successful in the
past. In prior audits, clientmanagementhas not always been supportive of the idea of preparingction plans

to addresstheir red risks while our audit time is spent on those risks deemed yellow or greerm.heir

arguments center on the idea that the audit is not focusing on the most importarisks. Of course, our reply is
OEZLZ UT O ETTx EO EO /Anaddkio vaida®whht you Bltdady\knowd) d ddy dpirod, A
management should mitigate the risk to an acceptable level, them audit can validate that the controls are
working as expected.

However, in this particular audit, we were able to successfully make the argumemd management and
proceeded to prepare an audit program based upon yellow and green coded risks where controls were stated
to bein place and working as intendé (see Exhibit 9).

| VULNERABILITY | AUDIT OBJECTIVE |
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