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From the EDITOR

Reading Wisely

By Sterling Roth, Editor

It would suit me just fine if you weren’t
even reading this. Now that you have
the magazine in your hands, your pro-
fessional reading time would be much
better spent reading the president’s
column about the ACUA strategic
plan, executive director Karen Hinen’s
headquarters report on ACUA's train-
ing initiatives, Jim Dillon’s piece on authentication, Alex
Tzoumas’s article on policy making or Susan Mondello’s on
fraud and abuse.

I wonder how many who read the paragraph above never
read this column further. Since you did, | hope you gain from
this preview, or if you took my advice and now returned,
I hope you know just how pleased | am that you took my
advice. Few things, as you know, make an internal auditor
happier.

This issue of College & University Auditor reveals the new
ACUA strategic plan that will guide our organization towards
an even greater future, and recaps as well as promises more
of the high-quality distance education ACUA provides on
topical issues, such as the Federal Sentencing Guidelines
and related compliance matters. The feature article on
authentication explains its basis in trust and addresses
the authentication principles applicable to technological solu-
tions. Jim Dillon relates all this using enlightening history and
currency lessons.

As to policy making, Alex Tzoumas stresses that the good
kind does not just happen. Guidelines are musts to help as-
sure policies are credible, consistent, clear, culture-/constitu-
ent-sensitive and consequential. Susan Mondello follows up
her previous fraud awareness and prevention article with one
on high-profile topics. She puts accountability, privacy, copy-
right protection, rebates and expenditures on our radar screens
so we can track and tell management about them. She also
explains Monty Python’s role in this.

As editor, | am intrigued as well as pleased by the com-
mon threads in these articles. Internal controls appear in ev-
ery one; risk implications, likewise; and the importance of
both legislative mandates and homegrown common sense is
clear. No author provides all the answers, but each puts us
more in the know. Topics are broad and complex, but each
treatment is focused and practical. At least those are my opin-
ions. | hope you agree.

As usual, editing and proofing team members worked hard
to protect the authors and me from error, misconception or
missed opportunity. Where there is failure, you are reading
its author. We do welcome letters to the editor. Send them my
way, of course. And just in case you are wondering, we wel-
come articles on any relevant subject. Ve value creativity and
novelty, but traditional subject matter is never out of style.
Accept our challenge to be published. Excellent help is avail-
able at our end. Doing something extra for ACUA benefits
us all, and all includes you.

This issue of College & University Auditor reveals the new ACUA strategic
plan that will guide our organization towards an even greater future, and
recaps as well as promises more of the high-quality distance education ACUA
provides on topical issues, such as the Federal Sentencing Guidelines and
related compliance matters.
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From the P RESIDEN T

ACUA Strategic Plan 2005

By Patrick Reed, President

As we all know, our jobs are all about
assessment of risks to the achievement

i of an organization’s goals and objectives,
N 4 .
QR | = and we know that risks are clearest
N e where the goals and objectives are well
AN N laid out and communicated. In addition,

in our daily lives as auditors, we pro-
mote the concept of continuous improve-
ment. So it is only natural that one of the ACUA Board’s
primary responsibilities should be the establishment of a stra-
tegic plan that sets the direction for the Association. Such a
plan not only assures the continued well-being of the Asso-
ciation but also demonstrably provides for the continual en-
hancement of the value of your membership.

With input from a membership survey and the assistance
of an independent facilitator, the Board met in Hartford,
Conn., for two days late last year. As | shared recently in our
ACUAnews eNewsletter, the membership survey gave us a
clear understanding of members’ current professional issues
and their assessment of the value of ACUA programs and
services.

I’'m pleased now to report on the outcome of our strategic
planning efforts and to communicate to you the resultant ini-
tiatives that should significantly benefit us all. The following
ACUA Strategic Plan, adopted by the Board in February
2005, focuses on continuing and enhancing the core mission,
values, programs and services that have made ACUA the
close-knit, open and collaborative organization we know as
the “ACUA family.”

The 2005 ACUA Strategic Plan

Core Purpose — The core purpose describes the very rea-
son for ACUAs existence and is the guiding light for every-
thing we do.

To advance internal auditing and related activities
in higher education.

Recognizing the array of risk management, compliance and
other roles that auditors play in governance activities, the Board
believes it appropriate to broaden our perspective by includ-
ing the words “and related activities” to embrace members

who may have responsibilities beyond the traditional internal
auditing role, or perhaps more accurately, added responsibili-
ties within the evolving role of internal auditors.

Core Values — Our core values define who we are and
highlight behaviors essential to achieving our core purpose.
They are guiding principles that have intrinsic value for the
Association and our members.

e Integrity

e Open Sharing of Information
e Camaraderie

e Respect

e Commitment to Excellence
e Independence

There are numerous attributes or qualities that could be
listed. The Board believes these six values best characterize
ACUA. The value of “independence” refers not to the need
for auditor independence — which of course is a professional
standard — but rather the value that ACUA ascribes to in
order to remain an independent association, yet one open to
worthwhile alliances and interactions with select organizations.

Goals, Strategies and Initiatives — The Board is
keenly aware of the need to focus on a limited number of
achievable, outcome-oriented goals. The Strategic Plan is not
an operating plan and does not encompass everything that
needs to happen for ACUA to be successful, although ev-
erything we do should support the Strategic Plan’s concepts
and direction.

Goal 1: ACUA will be its members’ indispensable
resource for education, knowledge exchange, best prac-
tices and networking.

This goal establishes service to members (current and fu-
ture) as our first priority and recognizes that the success of
the Association is measured by its members’ reliance on it.
The goal also articulates our core programs and services to
members. While there are opportunities to promote higher
education internal auditing with other audiences and through
other means, they are secondary to these core programs and

Services.
Continued on page 4
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ACUA Strategic Plan 2005

Continued from page 3

Goal 2: ACUA will be the recognized resource for
internal auditors in higher education and a principal
advocate of higher education internal auditing issues.

This goal has two parts. The first part continues the focus
on members while expanding ACUAs role (beyond Goal 1)
to become an even broader source of assistance to them. The
second part opens up ACUA’s advocacy role on pertinent is-
sues, a role that may extend our reach beyond the membership.

To support and ensure the accomplishment of our goals,
the Board has made a preliminary determination of specific
strategies for each, as follows:

Strategies in Support of Goal 1

Develop demographic data on members — This is foun-
dational. Better information about our membership will help us
better understand and respond to their interests and needs.

Enhance ACUA-L — Our membership survey strongly
confirmed that ACUA-L is a vital resource. The University
of Vermont has generously administered it for many years,
but we are finding that sharing the administration is becom-
ing increasingly inefficient. Bringing it in-house at our man-
agement firm, Association Resources, will open up opportu-
nities for customization, including improving the archival and
search capabilities.

Provide regular distance learning opportunities —
Distance learning is an evolving tool for the timely and cost-
effective delivery of information. Our efforts to date have been
well received, but we have had to depend on the marketing
efforts and resources of others to offer these programs. Ve need
to develop capabilities and/or resource partners for sustainable
delivery capability, with ACUA retaining principal editorial
control of content at a reasonable cost to our participants.

Expand the content and improve the utility of
ACUA’s Web site — Again, this is a tool that our member-
ship survey told us was a vital resource. \We intend to estab-
lish a risk library database, revamp the audit program library,
establish more links to emerging issues information for topics
not uniquely higher education-oriented, and expand the pub-
lic section of the Web site. We are also exploring the possibil-
ity of making the ACUA-L archive search Web-based.

There are any number of additional member products and
services that can be added under this goal, and the Board
expects and welcomes member input. The Board, however,
remains sensitive to achievability and cognizant of the limited
availability of our most important resource — the time of our
volunteers.

Strategies in Support of Goal 2

Provide additional forms of resource materials to in-
ternal auditors in higher education — The additional
forms of resource materials could include tool kits for selected
activities, such as starting an audit function or performing a

comprehensive risk assessment, or white papers and talking
points on topical matters for our members’ use with their
senior managements and boards.

Create a process for understanding issues and
positions that grassroots members want ACUA to
advocate — This strategy embraces our earlier ad hoc ef-
forts at outreach and advocacy. Its objective is to create a
mechanism for being opportunistic when matters vital to our
profession (significant legislation, 1A or other professional
standards proposals, etc.) warrant comment from higher edu-
cation internal auditors as a collective group speaking with a
single voice.

Execution and Implementation Process

Once a strategic plan is established, the challenge for any
organization is the execution of its strategies. The Board spent
considerable time discussing the resources needed to effect
the Strategic Plan and potential barriers to success. This led
to a healthy self-assessment of our governance model, utiliza-
tion of our management firm resources, financial stability to
support strategic investments and volunteer resources, includ-
ing the Board members themselves.

With our facilitator prompting an unusual level of candid
introspection, we came to the following critical conclusions:
1. We believe that within ACUA we have the knowledge,

skills and expertise to carry out nearly every element of

the Plan, with the possible assistance of some marketing
support;

2. We are currently blessed with the financial resources to
make necessary investments in support of the Plan;

3. There are opportunities for our management firm to take
on more of the day-to-day administrative workload and
committee support that will free up the time of the leader-
ship for more strategic endeavors; but

4. The time of our volunteers — including the Board — is
our most limiting resource. Further, some aspects of the
governance structure of the Association exacerbate this
issue by putting operational responsibilities on Board mem-
bers, for example, chairing committees. Because every-
thing positive that ACUA accomplishes is the result of a
tremendous volunteer effort, we need to find more effec-
tive ways to recruit volunteers and match their interests
with our needs.

As you can see, there are mostly green lights arising from
this assessment. And though there is a recognized and sig-
nificant resource constraint, the good news is that it is in the
category of “I have seen the enemy, and it is us.” In other
words, it is within our power to remove the constraint of lim-
ited volunteer time.

Continued on page 6
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Report from HEAD Q UARTERS

ACUA Distance Learning Event
Focuses on Best Practice for Risk Management

By Karen Hinen, CAE, Executive Director

In December ACUA, in partnership
with EthicsPoint, offered our members a
distance learning event on the topic of
Emerging Best Practices for Risk Mitiga-
tion and Their Impact on Internal Audit.
The session brought together ACUA
member David Crawford, Audit Man-
ager Emeritus, University of Texas Sys-
tem; John Hall, Executive Vice President, EthicsPoint, Inc.;
and Michael Barone, Managing Director of Internal Audit
Services, PricewaterhouseCoopers LLP and past president
of ACUA.

Speaking on the Open Compliance and Ethics Group
(OCEG), David reviewed that organization’s framework for
integrating governance, compliance risk management and in-
tegrity that helps institutions:
= Meet the minimum governance and compliance require-

ments

e Go beyond the minimum to integrate values and risk
management

= Evaluate and measure performance.

According to David, an effective ethics program embed-
ded in an organization can provide it with a competitive ad-
vantage. The audience was polled on what type of compli-
ance program their organization currently had; the results were:

ACUA Member Poll (n=85)
What type of compliance program does your organization have?

45%, 42%
40%
5%
30%
25% 21% 22%
20% +
159 | 13%
| 10%
5% | ‘

n-wide  Aninformal institution-  Separate for selected None
s the wide program

functio nal areas

Polling Question A

John Hall discussed the recent revisions to the Organiza-
tional Sentencing Guidelines (OSG) (chapter 8 of the Fed-
eral Sentencing Guidelines (FSG)) and how they influence
institutional governance. These guidelines were revised effec-
tive November 2004 and set forth seven hallmarks of an ef-
fective compliance and ethics program:

1. Established standards and procedures

2. Appointment of high-level personnel for oversight of the
ethics and compliance program

3. Due care when delegating authority

4. Ongoing training of all personnel related to ethics and
compliance

5. Monitoring, auditing and evaluation of program effective-
ness

6. Consistent enforcement of standards through discipline

7. Reasonable steps to respond to and prevent criminal
conduct.

Audience polls conducted during the seminar provided
insight into the extent that member organizations had consid-
ered the Federal Sentencing Guidelines in the development
of their compliance programs, as well as if and how institu-

tions were implementing an effective compliance and ethics
Continued on page 6

ACUA Member Poll (n=90)
To what extent did your institution consider the Federal Sentencing
Guidelines when developing your ethics and compliance program?

70% 2%

60% |
50% +
40% +

0,
30% | i

10%

10%
0% + I:I I e

Significantly

To some extent Not at all

Polling Question B
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Policies — Achieving Compliance,

Advancing Controls

By Alex Tzoumas, CIA, CFE, CISA, Director, Internal Audit, California State University, Fullerton

Through the ages, senior management
and auditors have struggled to under-
stand why employees do not comply
with policies. Since directive controls are
far more efficient than preventive and
detective controls, policies have value.
However, if adherence to them is low, the
benefit is benign. This article seeks to
provide insight into policy administration methods that can im-
prove adherence to policies—something we ought not to neglect.

The intent of a policy, typically, is to direct or change be-
havior, that is, to get employees to do what they might not if
left to their own devices. This can be a tall order, especially if
employees are already used to an alternative behavior or see
others exhibiting it without consequence. With this in mind,
the most critical point in the life cycle of a policy is probably
when it is first initiated. At that point, you can gain the
greatest insight into how well the policy
was developed, written and conveyed—
and how it will be received.

The following policy making template
provides a pattern of development and
implementation considerations that can
help a policy succeed. The various sec-
tions include reminders and proposed rem-
edies to enhance policy making. The ex-
tent to which they are heeded just might determine how well
a policy will be followed when introduced and, more impor-
tantly, to what degree it will be adhered to over time.

Policy Making Template

Authority, Structure, Legality and Accessibility

Some elements are essential, and this template needs a foun-

dation. So keep in mind the following.

1. The policy should be approved by a recognized and re-
spected authority.

2. There should be, and content and format should be con-
sistent with, established policy making guidelines. (If there
are not any at your institution, you have use for this tem-
plate already.)

The intent of a policy, typically, 1.
is fo direct or change behavior,
that is, to get employees to do

what they might not if left to
their own devices. 3.

3. The policy must be nondiscriminatory and comply with
all other applicable legal requirements.

4. All policies should be readily accessible in hardcopy or
online.

Purpose
Purpose implies a need. An initial step then is to ask if the
policy is even necessary. Perhaps publicizing existing laws,
rules or guidelines will do. If the policy is necessary, its pur-
pose statement should be stated persuasively. When the need
for a policy is irrefutable, adherence will be more likely.
Consider another angle on purpose. Sometimes a lawsuit,
employee misconduct or injury calls into question whether
appropriate guidance was in place. If precipitating circum-
stances are unlikely to recur or were corrected, a policy may
be an overreaction that constrains legitimate actions.
To assure a policy is necessary, answer these additional
questions:
Is it essential that the action occurs
or does not occur?

2. ls it reasonable to expect the desired/
prohibited action will occur absent a
policy?

Would communicating an existing fed-
eral, state or local law, rule, policy or
guideline suffice?

Mission, Goals and Culture

In simplest terms, a policy is a tool by which management

communicates standing approval of actions employees may

take without specific approval. Adherence may rest on how

clearly the policy conveys that the prescribed activity or behav-

ior aligns with the institution’s mission, goals and culture.
Consider the following to achieve clarity and foster conti-

nuity.

1. Is the policy understandable? Write at a 12th grade level
or below; avoid unexplained acronyms and jargon.

2. Is the policy simple and concise? These traits make con-
tent easier to recall. Generally, content should not detail
Continued on page 12
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Policies — Achieving Compliance, Advancing Controls

Continued from page 11

processes and procedures, specify dollar amounts subject
to frequent change, or designate people by name. Use
position titles instead.

Consider effects on resources and processes. Answering
the next questions help provide big-picture perspective and
address aspects of organizational norms.

1. Does the policy address essential equipment requirements?

Is information system support addressed?
Are operational efficiencies evident?
Does the policy indicate human resource consequences?

ok~ DN

If there is a significant cost associated with a policy, what
can tightly funded departments expect to gain or give up?

Definitions
Ensure terms are explained, especially those susceptible to
more than one interpretation.

Scope

To establish who should comply and under what circumstances,
a policy should explain:

1. To whom it applies,

2. What activities are covered,
3. When, and
4. Where.

Policy Change and Validation

If applicable, a policy should indicate the policy(ies) it super-
sedes or amends, and specify an appropriate effective/revision
date. In addition, policies should be validated annually and
recommunicated perhaps just as often. After all, people for-
get, and new hires may not have gotten the word.

Contact
Regardless of how well a policy is

a strong control environment, and policy adherence often fol-
lows just from that.

Additional Content Characteristics

Policies should be logically organized. Therefore, a policy
should:

1. Identify the functional area(s) it applies to;

2. List content reference words in titles and subtitles;
3. Have text query capability in its online version; and
4

. Contain, if applicable, an expiration as well as effective
date.

Constituents’ Inputs

Each policy should normally be coordinated in draft with all
affected constituencies. Whether those engaged are the
president’s cabinet, university counsel, human resources, the
faculty senate, student government, foundations/affiliates or
other essential units, policy adherence gains from the advice,
buy-in and interchange that result from such collaboration.

Implementation Strategy

Crucial to how much compliance or change a policy will pro-

duce is the community’s awareness of the policy’s existence

and purpose. Thus, a policy should be:

1. Pushed to those affected when critical actions or urgency
is involved, and if critical or urgent enough, the policy’s
receipt and/or its stipulations should be acknowledged in
writing;

2. Accompanied by training programs or materials when
needed to ingrain requirements and identify the source(s)
of additional information or answers to questions;

3. Written in additional languages when circumstances or

users so require; and
Continued on page 13

crafted, questions will arise. To as-
sure interpretations consistent with
what was intended, there should be
a knowledgeable person designated

to:
1. Handle questions;
2. Monitor for any changes in related

laws, rules or other factors or \

events; and 2\\

3. Periodically update/refine the

p0|icy when factors or events call _ Do you have the professional tools you need to manage risk? Get your password to progress.
. With KnowledgeLeader you have access to hundreds of samples, checklists and templates to help
for such action. you certify internal controls, identify and manage emerging risks, and develop audit programs.

Internal Controls

Specify key internal controls and pro-
hibited practices. Providing an under-
standing of right and wrong promotes

Get your password to progress

Leader:
| i e

\ ‘\\\\\\\-\\. B

Sign up for a complimentary 30-day trial of KnowledgeLeader.
Visit us at www.knowledgeleader.com or call 1.866.923.8513.

protivitr

Independent Risk Consulting
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Policies — Achieving Compliance,
Advancing Controls
Continued from page 12

Of course, a template is not foolproof or
necessarily sufficient, but it can help avoid
pitfalls and promote a control environment
and level of buy-in appropriate for your
institution.

4. Consistently applied. Exceptions/waivers should be in
writing, justified and approved.

Monitoring for Compliance

Monitoring compliance, an essential element of internal con-
trol, is management’s responsibility. To increase adherence to
a policy, it should identify:

1. Who will monitor or verify compliance,

2. What type of compliance check will be used, and
3. How often.

Note: If a practical means of verifying compliance is not
available, then compensating controls should be employed. If
risks cannot be reduced through such alternatives, the addi-
tional risk should be recognized and accepted at an appropri-
ate management level. Perfection may not be possible, but
monitoring, to whatever extent is appropriate, has immeasur-
able value in encouraging compliance.

Consequences of Noncompliance

Also, to justify and expect compliance, a policy should convey
what actions will occur if it is violated. If an employee is in a
union or protected class, there may be prescribed consequences
of noncompliance. Therefore, someone knowledgeable about
relevant contract/employment terms should review and coor-
dinate the policy.

Conclusion

I hope this article has been a useful reminder that good policy
and adherence to it do not just happen. Of course, a tem-
plate is not foolproof or necessarily sufficient, but it can help
avoid pitfalls and promote a control environment and level of
buy-in appropriate for your institution. Perhaps you can use
these ideas in advising your management on policies, espe-
cially encouraging those that sharpen internal controls and
shape the accomplishment of institutional goals.

About the Author

Alex Tzoumas, CIA, CFE, CISA, is Director, Internal Audit
at California State University, Fullerton. He has been involved
in internal auditing since 1980. His auditing, policy develop-
ment and financial analysis experience has aided him in becom-
ing an innovative quality process designer and strategic planner
with the ability to materially improve organizational success. He
is a public speaker on auditing and fraud investigation for vari-
ous associations around the country.
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Fraud and Abuse in Higher Education
Raising the Profile, Reducing the Risks

By Susan Mondello, CPA, CIA, Associate Director, University Auditing and Advisory Services, Georgia State University

My article in the previous issue of Col-
lege & University Auditor focused on
fraud awareness and prevention—en-
couraging, and hopefully helping, you
to get the attention of your institutions’
managements regarding the basic prin-
ciples of fraud and how to combat it.
This follow-up piece might serve as a
second step in educating management on fraud-related risks.
You will find information about current high-profile issues
and about a timeless classic one along with recommended
controls to moderate accompanying risks.

These issues are also important because of the attention
paid them by regulators, the public and the media. The high-
profile issues involve management accountability, privacy, copy-
righted material and product rebates. The perennial issue
deals with unauthorized expenditures.

High-Profile Issue 1:
Management Accountability
As we, but not necessarily all of our managements, are clearly
aware, Congress passed the Sarbanes-Oxley Act of 2002
(SOX) in response to abuses
at Enron, WorldCom and
other companies, to guard
against fraud and lax account-
ing. Although SOX applies
only to publicly held compa-
nies, like requirements for col-
leges and other non-profits
may just be a matter of time.
In fact, some higher education organizations, such as the
University of Texas System, already have voluntarily adopted
SOX provisions.

A SOX provision with potentially significant impact is that
chief executive and chief financial officers certify the accuracy
of financial statements and attest annually to the adequacy

dentity theft is a top consumer complaint,
and legal experts name it one of the fop
legal issues facing higher education.

and effectiveness of internal financial controls. In most insti-
tutions, senior leadership might be very reluctant to attest to
controls if minimal attention has been given them at subordi-
nate levels.

Recommended Action

Managers at all levels should be aware of the emphasis on
financial accountability and controls assessment in their ar-
eas. After all, presidents would expect assurance from these
managers before doing their own certifications and attesta-
tions. Moreover, accurate finances and adequate internal con-
trols are essential whether SOX requirements affect our cam-
puses or not.

High-Profile Issue 2: Privacy

Privacy is understandably of great concern to all of our con-
stituencies and is undeniably a broad, multi-faceted issue,
but the focus here is limited to the current high-visibility top-
ics of identity theft, spyware and spam. The former is big
business.

Identity Theft
According to the Federal Trade Commission, as many as
10,000,000 people are victims
of identity theft each year.
Losses in 2002 alone were es-
timated at $47.6 billion for
businesses and financial insti-
tutions, and $5 billion for vic-
tims’ out-of-pocket expenses.
Not surprisingly, identity theft
is a top consumer complaint,
and legal experts name it one of the top legal issues facing
higher education.
The crime takes many forms, but the two main types are
these:
Continued on page 15
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= A perpetrator opens a new credit card account using a
stolen Social Security number (SSN). In one reported
case, the perpetrator was able to open new credit with
only the victim’s address and SSN, despite misspelling
the victim’s name.

= A perpetrator uses an existing stolen credit card number.
One method of fraudulently obtaining the number is
through phishing, which occurs when a perpetrator forges
an e-mail, often with an accompanying fraudulent \Web
link, to make it appear to come from a reputable com-
pany, such as a well-known financial institution. About
5% of those receiving such
e-mails are fooled into re-
sponding with account and
other information.

According to the Chronicle of
Higher Education, databases in
nearly half of colleges nationwide
use SSNs as the primary means
for tracking students.! The
prevalence of sensitive informa-
tion such as SSNs has prompted students on many cam-
puses to speak out about privacy by writing articles, appear-
ing in local media and lobbying state legislators. Such efforts
have resulted in five states passing laws restricting colleges’
ability to use or display SSNs. At the federal level, Gramm-
Leach-Bliley Act of 1999 (Gramm-Leach-Bliley) require-
ments for safeguarding sensitive customer information apply
to all institutions significantly engaged in financial activities.
Colleges and universities must comply primarily because of
the significant amounts of student financial aid they provide.

Recommended Action

Not only must our institutions” privacy policies comply with
Gramm-Leach-Bliley, but in addition, managers should raise
consciousness periodically by reminding employees to protect
confidential information such as SSN, credit card and bank
account numbers, computer system identification numbers and
passwords, and medical information. For example, confiden-
tial information should not be left unattended on desktops or
in other visible areas, or be sent via an insecure e-mail system.
Unneeded documents with sensitive information should be
shredded, hard drives should be erased before disposal and
passwords should be protected. Moreover, all of that is more
than adopting prudent business practices, it is the law.

Spyware and Spam

Spyware is software that covertly gathers, usually for advertis-
ing purposes, information from your personal computer (PC)
without your knowledge. For example, spyware might cause
pop-up ads to appear on your PC based on the type of Web
sites you visit. Often, spyware installs secretly when you down-
load free or file sharing software, or click on links in pop-up

Policies should be developed to ensure that
each financial and payroll transaction is
approved by someone knowledgeable of its
business infegrity and that there is a review of
all transactions after they have posted
to the financial system each month.

windows. According to America Online, 80% of computers
have some form of spyware on them.

Spam, as you likely know, is unsolicited commercial e-mail,
but have you ever wondered how it got its name? In a Monty
Python skit featuring SPAM, the canned meat, a group of
Vikings repeated the word loudly over and over again to drown
out other conversation. Hence the analogy was formed with
unsolicited e-mail, which drowns out normal Internet discourse.

If you thought, as | did, that you have no recourse against
spam, you will be pleased to know that the CAN-SPAM
Act of 2003 (Controlling the Assault of Non-Solicited Por-
nography and Marketing Act)
regulates spam by prohibiting,
among other things, deceptive
subject lines and requiring spam
to contain an opt-out method.
The legislation includes both
criminal and civil penalties and
allows suits by the Federal
Trade Commission, state attor-
neys general and Internet ser-
vice providers.

Recommended Action

Management should advise employees of the following to

address spyware and spam:

= To help avoid spyware, install only software authorized
by your institution, regularly update anti-virus/spyware
software, ensure an Internet browser security setting of at
least medium, install a personal firewall and never click on
pop-up window links.

= As for spam, consumers can submit complaints online
and forward unwanted commercial e-mail to the Federal
Trade Commission at www.ftc.gov and spam@uce.gov.

High-Profile Issue 3: Copyrighted Material
— lllegal Downloading

Lost revenue due to illegal downloading has prompted the
recording and movie industries to change society’s perception
that the activity is acceptable, with virtually no risk of penalty.
Their strategy is to make examples of a few substantial viola-
tors, and they have been focusing on colleges and universi-
ties—hotbeds for illegal file sharing with their high-speed
networks and computer-savvy students. The average college
student has a digital library of hundreds of music tracks, most
downloaded for free.

You may wonder how violators are caught. When soft-
ware, such as the old Napster or currently popular Kazaa, is
used to download music or movies, users’ computers are auto-
matically opened to file sharing, enabling the entire Internet
community to search for and download music and movies from
these computers. Sharing files this way constitutes illegal dis-

Continued on page 16
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